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Range of Co mpl ex Probl e m Sol vi ng 

  Attri bute Co mpl ex Probl e m   

1 
Range of conflicting 

require ment s 
Invol ve wi de-rangi ng or conflicting techni cal, engi neeri ng and ot her issues.  

2 Dept h of anal ysis required 
Have no obvi ous sol uti on and require abstract t hi nki ng, ori ginalit y i n anal ysis 

t o for mul ate suitable models. 
 

3 Dept h of knowl edge required 

Requires research-based knowledge much of whi ch is at, or infor med by, t he 

forefront of the professi onal disci pli ne and whi ch all ows a funda ment als-

based, first pri nci ples anal ytical approach.  

 

4 Fa miliarity of issues Invol ve i nfrequentl y encount ered issues  

5 Ext ent of applicabl e codes 
Ar e outsi de probl e ms enco mpassed by standards and codes of practice for 

professi onal engi neeri ng.  
 

6 

Ext ent of stakehol der 

invol ve ment and level of 

conflicting require ment s 

Invol ve di verse groups of stakehol ders wit h wi del y varyi ng needs.   

7 Consequences Have si gnificant consequences in a range of cont exts.  

8 Int erdependence Ar e hi gh level probl e ms i ncl udi ng many component parts or sub-probl e ms  

Range of Co mpl ex Probl e m Acti vities 

  Attri bute Co mpl ex Acti vities  

1 Range of resources 
Invol ve t he use of di verse resources (and for this purpose, resources i ncl ude 

peopl e, money, equi pment, mat erials, i nfor mati on and technol ogi es).  
 

2 Level of int eracti on 
Require resol uti on of si gnificant probl e ms arisi ng from i nteracti ons bet ween 

wi de rangi ng and conflicti ng techni cal, engi neeri ng or ot her issues.  
 

3 Innovati on 
Invol ve creati ve use of engi neeri ng 

pri nci ples and research-based knowl edge i n novel ways.  
 

4 
Consequences t o societ y and the 

environment  

Have si gnificant consequences i n a range of cont exts, characteri zed by 

difficult y of predi ction and mi tigati on.  
 

5 Fa miliarity  
Can ext end beyond previ ous experi ences by appl yi ng pri nci ples-based 

approaches.  
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Abstract 

In t he peri od of di gital communi cati on, securing sensiti ve dat a has become a critical 

concern. As t he vol ume and i mport ance of di gital images conti nue t o nurt ure, t he need for 

robust and efficient i mage encrypti on sche mes has become necessary. This proj ect 

pr oposes a novel i mage encrypti on sche me t hat co mbi nes t he power of deep learni ng and 

DNA crypt ography t o provi de boost ed security and confi dentialit y.  

The proposed sche me infl uences t he advance ments i n deep learning al gorit hms, 

specificall y convol uti onal neural net wor ks ( CNNs ), to extract convol ut ed feat ures from t he 

input i mage. This proj ect presents an i mage encrypti on sche me combi ni ng deep learni ng, 

DNA crypt ography, and vari ous techni ques li ke l ogistic map, bit XOR, S-box substit uti on, 

and DNA encodi ng t o achi eve sequence confusion and diffusi on. The sche me utilizes 

chaotic sequences generated by t he logistic map for encrypti on keys, empl oys bit XOR and 

S- box substit ution for conf usi on, and DNA encoding for dat a conversi on.  

To assess t he proposed sche me' s perfor mance, extensi ve experi ments were conduct ed on a 

di verse set of di gital i mages. The results vali dat e that the sche me achi eves more securit y 

and robust ness agai nst co mmon crypt ographi c attacks, incl udi ng statistical anal ysis etc. 

Additi onall y, the sche me exhi bits excellent confront ati on t o i mage qualit y degradati on and 

noise i nterference.  

The combi nati on of deep learni ng and DNA cryptography presents a uni que and effecti ve 

appr oach t o i mage encrypti on, offeri ng enhanced security, compl exit y, and perfor mance.  

Thi s research contri but es to t he fiel d of i nfor mation security by i ntroduci ng an i nventi ve 

i mage encrypti on sche me t hat addresses t he challenges i mpersonated by the i ncreasi ng 

de mand for secure i mage communi cati on i n vari ous domai ns, includi ng military, 

healt hcare, and financial sect ors. 

Key wor ds: Deep learni ng, DNA crypt ography, image encrypti on, convolutional neural 

net wor ks, security, confidentialit y.  
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Chapt er One 

 

 

1 I NTRODUCTI ON 

 

1. 1 Background 

I mage encodi ng references t o t he process of transfor mi ng a di gital i mage int o a coded or 

scra mbl ed for m t o defend its cont ent from unla wf ul access. It encompasses appl yi ng 

mat he matical al gorithms and techni ques to alter t he pi xel val ues of an i mage i n such a way 

that it becomes i ncomprehensi bl e and uni nt elli gibl e wit hout t he ri gorous decrypti on key. 

The key goal of i mage encrypti on is to certify t he pri vacy and i nt egrit y of sensiti ve i mages 

duri ng st orage, trans mi ssi on, or shari ng. By encrypti ng an i mage, onl y aut hori zed 

indi vi duals wit h t he correct decrypti on key can i nverse t he encrypti on process and access 

the ori gi nal i mage [1]. 

I mage encrypti on is an acut e require ment i n t oday' s di gital age for vari ous reasons. Firstl y, 

it makes sure t he confi dentialit y of sensiti ve i mages, shi el di ng t he m from unaut hori zed 

access. By scra mbli ng the i mage dat a, it becomes unreadabl e t o anyone wit hout t he 

appr opriate decrypti on key. Secondl y, i mage encrypti on mai nt ai ns pri vacy by preventi ng 

unaut hori zed i ndi vi duals or entities from observing personal or sensiti ve i mages, mai nl y 

when t hey are st ored i n the cl oud or trans mitted over net wor ks. Besi des, image encr ypti on   

pl ays a vital role i n prot ecti ng l ogi cal propert y ri ghts, preventi ng unaut horized copyi ng or 

modificati on of copyright ed i mages. Moreover, it ensures safe communi cati on by 

preventi ng i nterventi on or overheari ng on transmi tt ed i mages. Lastl y, image encr ypti on 

hel ps preserve dat a i ntegrit y by det ecti ng and preventi ng unaut horized modificati ons or 

interferi ng. Overall, i mage encrypti on is essential for preservi ng confi dentiality, pri vacy, 

intellect ual propert y, and ensuri ng t he secure trans mi ssi on and i nt egrit y of di gital i mages 

[1]-[2]. 

Securi ng i mages i nvol ves i mpl e menti ng vari ous measures t o guard t he m from unaut hori zed 

access and ensure t heir reliability. Firstl y, encrypti on techni ques can be e mpl oyed t o 
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scra mbl e the i mage data, maki ng it unreadable wit hout t he exact decrypti on key. 

Additi onall y, access controls such as t ough pass wor ds or bi ometric aut hentication can be 

applied t o li mit access t o images. Regul ar backups and dat a redundancy hel p prot ect agai nst 

dat a l oss. Wat er mar ki ng and di gital initials can be used t o verify t he vali dity and i nt egrit y 

of i mages. Usi ng secure communi cati on rul es and st ori ng i mages on encrypt ed st orage 

medi a are also essential. Fi nall y, keepi ng soft ware and devi ces up t o dat e wit h t he lat est 

security pat ches helps avoi d suscepti bilities t hat can be expl oited.  

I mage encrypti on offers nu mer ous advant ages. It safeguards t he confi dentialit y of sensiti ve 

i mages, guards’ pri vacy by restricti ng unofficial access, safeguards cerebral pr opert y ri ghts, 

prevents unaut horized copyi ng or alteration, and sust ai ns dat a i ntegrit y. It offers a secure 

means of trans mitti ng and keepi ng i mages, ensuring t hey stay prot ect ed fro m i nt erference 

and da magi ng [3]. 

I mage encrypti on techniques i ncorporat e vari ous met hods for securi ng digital i mageries.  

Sy mmetrical encodi ng consumes a si ngle key ai med at bot h encodi ng and decodi ng, whil e 

asymmetric encrypti on empl oys a pair of keys. Chaotic encrypti on utilizes chaoti c syst e ms 

to produce encrypti on keys for i ntroduci ng arbitrari ness. Visual crypt ography di vi des 

i mages int o shares, enlighteni ng partial informati on. Transfor m domai n encr ypti on 

perfor ms encrypti on i n transfor med domai ns such as frequency or wavel et do mai ns. DNA 

i mage encrypti on is a crypt ographi c techni que that empl oys t he properties of DNA 

mol ecul es, such as parallelis m and st orage capacity, to encrypt and guard the pri vacy of 

di gital i mages [4]. 

Chaos-based i mage encrypti on is a techni que t hat expl oits chaotic syste ms, such as l ogistic 

maps or Lorenz syste ms, to creat e encrypti on keys and i ntroduce haphazar dness and 

mi spercepti on i n t he encrypti on process for securi ng di gital i mages. Chaotic maps are 

mat he matical functi ons that reveal chaotic behavi or, descri bed by sensitivity t o i nitial 

conditi ons and t he generation of see mi ngl y random and unpredi ctabl e sequences. Exa mpl es 

incl ude t he logistic map, Hénon map, and Lorenz syst e m.  Chaotic maps are used i n vari ous 

solicitati ons, incl udi ng encrypti on, dat a compression, and rando m number generati on [3]-

[4]. 

Conj oi ni ng chaos encryption wit h DNA encrypti on offers hi gher security and t oughness. 

Chaos encrypti on fa miliarizes rando mness and conf usi on, while DNA encrypti on uses t he 
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parallelis m and st orage capacit y of DNA mol ecul es, provi di ng a uni que and powerf ul 

appr oach t o i mage encrypti on [4]. 

DNA crypt ography has appeared as a mes meri zing fiel d t hat discovers the use of DNA 

mol ecul es for prot ect ed i mage encrypti on. This advanced approach takes benefit of t he 

excepti onal properties of DNA t o deli ver robust encrypti on sche mes. The di gital i mage is 

encoded i nt o an equi val ent DNA sequence usi ng a defi nite al gorithm. Each pi xel val ue i n 

the i mage is pl otted t o a specific combi nati on of DNA bases (adeni ne, cytosi ne, guani ne, 

and t hymi ne). This mapping creat es a DNA sequence t hat signifies t he i mage dat a [5]. 

To encrypt t he i mage, various crypt ographi c operati ons are applied t o t he DNA sequence. 

These operati ons incl ude substit ution, per mut ation, and diffusi on, whi ch are perfor med 

based on an encrypti on key. Substit ution i nvol ves repl aci ng DNA bases or subsequences 

wi t h ot her bases or subsequences accordi ng t o t he encrypti on key. Per mut ation rearranges 

the order of t he DNA bases or subsequences, whi le diffusi on ensures t hat changes i n t he 

input DNA sequence propagat e t hroughout, maki ng it difficult to extract meani ngf ul 

infor mati on from l ocalized portions [4]-[5]. 

The encrypt ed DNA sequence can t hen be securely trans mitted or st ored. To decrypt t he 

i mage, the reverse operations are applied usi ng a decrypti on key. This all ows t he ori gi nal 

i mage t o be recovered fro m t he encrypt ed DNA sequence.  

DNA- based i mage encrypti on sche mes offer several advant ages. Firstl y, DNA has an 

incredi bl y hi gh i nfor mat ion densit y, enabli ng large a mounts of dat a t o be st ored i n a 

compact for m. Additi onally, DNA possesses i nherent error correcti on mechanis ms, whi ch 

enhance t he reliability and robust ness of t he encrypti on sche me. Furt her more, DNA- based 

encrypti on is resistant to vari ous types of attacks, incl udi ng brut e force and statistical 

attacks, due t o t he complexit y of t he encrypti on al gorithms and t he vast search space of 

DNA sequences [6]. 

Ho wever, there are challenges associ ated wit h DNA- based i mage encrypti on sche mes. 

I mpl e menti ng t he compl ex encrypti on and decrypti on al gorithms can be comput ati onall y 

de mandi ng. Moreover, the synt hesis and sequencing processes i nvol ved in wor ki ng wit h 

DNA i ntroduce errors and noise, whi ch can affect the accuracy of t he encrypti on sche me. 

Additi onall y, the cost associ at ed wit h DNA synthesis and sequenci ng is currentl y hi gh, 

li miti ng t he wi despread practi cal adopti on of t his technol ogy.  
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In concl usi on, DNA- based i mage encrypti on sche mes leverage t he uni que properties of 

DNA mol ecul es t o provi de secure encrypti on for i mages. Despite challenges i n 

i mpl e ment ati on and cost, ongoi ng research and advance ments i n DNA synt hesis and 

sequenci ng technol ogi es hol d promi se for furt her devel opment and practical appli cati ons 

of DNA crypt ography in i mage encrypti on. Such advance ments have the pot ential t o 

revol uti onize the fiel d of secure dat a trans mi ssi on and st orage.  

1. 1. 1 AI Tools 

DNA- based i mage encrypti on i nvol ves converting di gital i mages int o DNA sequences for 

secure st orage and transmi ssi on. MATLAB,  a popul ar progra mmi ng environ ment, can be 

utilized al ongsi de AI techni ques to facilitate various aspects of t his process, from i mage 

preprocessi ng t o DNA sequence generati on and error correcti on.  

I mage Preprocessi ng: MATLAB offers a range of i mage processi ng functions that can be 

used t o preprocess i mages before encrypti on. AI tools like convol uti onal neural net wor ks 

( CNNs) can ai d i n tasks such as i mage denoisi ng,  enhanci ng contrast, and edge det ecti on. 

These preprocessi ng steps can hel p i mpr ove t he qualit y of t he encrypt ed i mage and enhance 

the accuracy of subsequent DNA sequence generation.  

Feat ure Extracti on: AI al gorithms, i ncl udi ng CNNs and aut oencoders, can be e mpl oyed 

to extract relevant features from i mages. These feat ures can be encoded i nt o DNA 

sequences more efficientl y, opti mi zi ng st orage capacit y and encrypti on qualit y. 

MATLAB' s deep learni ng t ool box facilitates t he desi gn and trai ni ng of such AI models for 

feat ure extracti on.  

DNA Sequence Generation: AI-dri ven al gorithms can det er mi ne t he most suitabl e DNA 

sequences for encodi ng image dat a. Genetic al gorithms, for i nstance, can opti mi ze DNA 

sequence sel ecti on based on properties such as GC cont ent, codon usage, and mi ni mi zi ng 

pot ential hybri di zati on. MATLAB' s opti mi zati on tool box can be utilized to i mpl e ment and 

fine-t une t hese al gorithms.  

Dat a Encodi ng: MATLAB' s ability t o manipul ate stri ngs and perfor m co mpl ex 

comput ati ons is instrument al in converting extracted i mage feat ures i nt o DNA sequences. 

AI can ai d i n devel opi ng encodi ng strategi es by mappi ng di gital val ues t o nucl eoti de bases 

in a way t hat preserves essential infor mati on while accommodati ng DNA' s constrai nts.  
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Error Correcti on: DNA sequences are suscepti ble t o errors duri ng readi ng and synt hesis 

due t o fact ors like noise and experi ment al variati ons. AI models like recurrent neural 

net wor ks ( RNNs) can predi ct and correct errors, enhanci ng t he reliability of DNA dat a 

retrieval. MATLAB' s machi ne learni ng and deep learni ng capabilities enabl e t he trai ni ng 

and depl oyment of error-correcti on models. 

Hybri di zati on Anal ysis: AI can hel p predi ct the pot ential hybri di zati on bet ween DNA 

sequences, whi ch is essential for ensuri ng accurate and efficient dat a retrieval. MATLAB 

can si mul at e DNA hybridi zati on reacti ons, ai di ng in t he desi gn of encodi ng sche mes t hat 

mi ni mi ze cross-hybri di zation and i mpr ove overall security.  

Decodi ng and Reconstructi on: AI techni ques, incl udi ng pattern recognition and neural 

net wor ks, can be e mpl oyed t o convert retrieved DNA sequences back int o i mage dat a. 

These models can learn the mappi ng bet ween DNA sequences and i mage features, all owi ng 

for accurat e i mage reconstructi on. MATLAB' s machi ne learni ng t ools enabl e t he 

devel opment and trai ni ng of such models.  

Security Anal ysis: AI-driven si mul ati ons and analyses can assess t he security of t he DNA-

based i mage encrypti on sche me. MATLAB can assist in modeli ng pot ential attacks and 

eval uati ng t he robust ness of t he encrypti on method agai nst vari ous threats, enhanci ng 

overall security.  

In concl usi on, MATLAB,  coupl ed wit h AI t ools, provi des a comprehensive environ ment 

for devel opi ng DNA- based i mage encrypti on sol uti ons. The combi nation of i mage 

preprocessi ng, feat ure extracti on, DNA sequence generation, error correcti on, 

hybri di zati on anal ysis, and decodi ng usi ng AI models wit hi n MATLAB enabl es t he 

creati on of robust, efficient, and secure DNA- based i mage encrypti on techni ques. This 

interdisci pli nary approach mer ges bi ot echnol ogy,  crypt ography, and AI to open up ne w 

possi bilities for secure data st orage and trans mi ssion.  

1. 2 Probl e m State ment  

Due t o advance ments in net wor k communi cati on, t he Int ernet of Thi ngs (IoT), 

tele medi ci ne, onli ne bi omet ric syste ms, and soci al medi a, a large nu mber of di gital i mages 

are trans mitted over t he Internet. Trans mi ssi on of di gital, multi medi a i mages and i mage 

encrypti on i n I OT net wor k is not secure. To secure the m, we need enhanced i mage 

encrypti on sche me.  
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1. 3 Proposed Sol uti on 

Recentl y, DNA encrypti on is consi dered most preferable and cyber-attack proof techni que.  

1. 4 Ai ms  

The mai n ai m of DNA- based i mage encrypti on is to harness t he uni que properties of DNA 

mol ecul es t o devel op a highl y secure and efficient met hod for encrypti ng di gital i mages. 

By encodi ng i mage dat a int o DNA sequences, leveragi ng t he vast informati on st orage 

capacit y and i nherent bioche mi cal stability of DNA,  researchers ai m t o creat e a novel 

encrypti on techni que t hat offers enhanced security agai nst modern crypt ographi c attacks. 

1. 5 Obj ecti ves 

The mai n obj ecti ve was to devel op a DNA- based i mage encrypti on scheme, specificall y 

for HD- col ored i mages that shoul d not onl y be highl y secure but shoul d also address t he 

latency issues faced during t he encrypti on and trans mi ssi on processes.  

1. 6 Report Organi zati on 

The descri pti on is dispersed i n t he subsequent means.  

Chapter 1: This secti on de monstrates t he introducti on of DNA Cr ypt ography, AI t ools, 

Pr obl e m state ment, Proposed sol uti on, Ai ms, and obj ecti ves.  

Chapter 2: This secti on grants t he literat ure revi ew,  whi ch comprises t he impr essi on from 

dissi milar peri odicals on Deep Learni ng and DNA Crypt ography based I mage Encr ypti on 

Sche me. Research gap is also discussed.  

Chapter 3: In t his chapter we have established t he met hodol ogy, t he fl ow sche me for t he 

wor k.  

Chapter 4: This chapt er presents results of t he sche me and from t he out comes it is 

concl uded t hat t he proposed sche me is very good.  

Chapter 5: This chapt er represents t he concl usi on and fut ure wor k of proposed sche me.  

Chapter 6: This chapt er illustrates t he i mpact of proposed sche me ( Deep Learni ng and 

DNA Cr ypt ography based I mage Encrypti on Scheme) on soci et y. 
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Chapt er Two 

 

 

2 LI TERATURE SURVEY 

 

The sanct uary of an i mage encodi ng syste m by Hénon- Si ne map and DNA arbitrary codi ng 

is assessed i n [7]. Moreover, Substit ution boxes are pri maril y presented i n [7], t o 

ho mogenousl y combi ne the encrypti on properties of DNA arbitrary codi ng and XOR 

pr ocedures. Specifics of the substit ution boxes and per mut ati on vect or are stared as 

correspondi ng encrypti on components. Incl usi ve crypt anal ysis is directed, built on whi ch 

a selected-pl ai nt ext attack is step-by-step defi ned and experi ment all y confir med i n [7]. 

An i mage encrypti on sche me construct ed on t he hyper chaotic coordi nati on and creati on of 

a 5D conti nuous hyper chaotic syste m is proposed i n [8], whi ch accepts DNA dyna mi c 

codi ng contri vance and conventi onal encrypti ng dispersal encodi ng asse mbl y. The 

antici pat ed al gorithm i n [8] cont ai ns t wo phases: scra mbli ng phase and t wo rounds of 

diffusi on phase. The present ed sche me not onl y has t he ret urns of “scra mbling substit uti on” 

struct ure procedure but also over whel ms t he trouble of key organi zati on i n “one ti me pad” 

scra mbli ng order and can out break sel ected-pl ai nt ext attack. The present ed image encodi ng 

pr ocedure has t he subsequent t hree benefits: 

 (1) In t he dispersi on phase, the vi brant directi ons of DNA encrypti on (decrypti on) are 

assumed, so the key tri butaries used t o encode di verse i mages are altered and t he processes 

can fi ght the attack of select ed pl ai ntext (ci phertext). 

 (2) The procedure has the out come of “one ti me pad” but t he deci pher key is onl y t he 

preli mi nary val ue of t he chaotic sche me, whi ch over whel ms t he troubl e of key organi zati on 

in t he “one ti me pad” scra mbli ng sche me (t he key used t o encode changed pl ai ntexts is 

altered).  

(3) Due t o t he t wo round dispersal contri vance, the procedure is extre mel y subtle t o basi c 

i mage. Tent ati ve outcomes and specul ati ve st udy in [8] have shown t hat thi s syst e m can 
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fi ght disti ncti on attack, brute-force attack, arit hmetic attack and select ed-plai ntext attack. 

Thus, t he presented procedure in [8] has unusually great sanct uary.  

An i mage encodi ng scheme built on Secure Hash Al gorit hm- 512 ( SHA- 512) havi ng t he 

asse mbl y of t wo sequences of variati on and dispersal is esti mat ed i n [9], by usi ng t wo 

chaotic sche mes, vi brant DNA encodi ng, DNA sequenci ng processes, and provisi onal 

shifti ng. Also, a 2D rectangul ar transfor m (2D- RT) on t he transfor mati on is empl oyed i n 

[9]. Moreover, four- wi ng chaotic syste ms and Lorent z syste ms is proposed in [9], t o cause 

chaotic orders and reconnect t hree channel milieus and chaotic milieus wit h irregul ar 

constrai nts. Furt her more, the i nitial standards are empl oyed i n [9], to make t he chaotic 

or ders and t he chaotic matrices for t he buil di ng of the DNA codi ng rul e matrices. Also, t he 

novel chaotic matrices were creat ed, and t he recurrent constrai nts were used i n [ 9], t o buil d 

the DNA deci pheri ng rule matrices, asse mbl y all the DNA deci pheri ng rul es found by t he 

pl ai n i mage. Besi des, the ei ght h alternati ng constrai nts were used t o decay t he coded 

i mages and encoded chaotic matrices, and i n the second round of transfor mati on–

dispersi on, conditi onal shifti ng on t he decayed i mages and executi on of t he XOR 

cal culati on wit h the disint egrat ed chaotic matrices is proj ect ed i n [ 9], to get t he ulti mat e 

encrypt ed i mage. Incentive results and security anal ysis de monstrated t hat the proposed 

sche me i n [9], was safe and adept of count erattacking several ki nds of attacks, and for med 

suitabl e sti mul us consequences on i mage encodi ng and i mage decodi ng.  

An i nnovati ve hi ghl y co mpet ent i mage encryption and steganography pr ocedure are 

accessi bl e i n [10]. The antici pat ed techni que i n [10], practices hybri d DNA encodi ng and 

Choquet’s Fuzzy Int egral arrange ments. Firstl y, a ju mbl ed ki nd of t he i mage, consu mi ng a 

si mpl e chaotic map, is pr ogra mmed by DNA’s bases. Four progra mmed i mages are 

engendered by t he DNA bases, na mel y AT, CG, GC,  and TA. Then, t he resultant four DNA 

or ders are used t o verbose t he four DNA encoded i mages usi ng t he mat ching DNA XOR 

rule, accordi ng t o fir m control code. Also, t he wavel et fusi on procedure is then used t o rage 

the resulti ng four fuzzy-DNA encoded i mages, to get the scra mbl ed i mage.  A ne w met hod 

is used i n [10], for security. The out comes evi dence t he strengt h of t he procedure in contrast 

to many ki nds of attacks. Also, the steganography test showed t hat i nvisi bl e scra mbl ed 

i mages are al most unseen at hi gh PSNR and have upri ght NCC val ues under altered sorts 

of attacks. The t oughness of t he proj ect ed process i n [10] and t he capable results of its 

altered safet y assess ments make it apt for ordi nal i mage encrypti on for upco mi ng 

interacti ve progra m communi cati on classificati ons.  
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DNA crypt ography and dupl e hyper chaotic map procedures are proposed i n [11], to deli ver 

hi gh-level safet y for an ordi nal medi cal i mage. The ordi nal medi cal i mages are very bi g i n 

di mensi ons and necessitate extra arit hmetic ti me. To l essen arit hmetic ti me, the discerni ng 

or di nal medi cal i mage scra mbli ng procedure is present ed i n [11]. Also, the transfor mati on 

and dispersal process are execut ed on desi gnated pi xels of ordi nal medi cal pict ures. The 

inventi ve medi cal di gitized i mage is rene wed i nt o desi gnat ed pi xel DNA- coded matri x C1 

and resi dual pi xel DNA coded matri x C2 usi ng all DNA rul es creat ed on the pi xel i ndex 

val ue. The chaotic arrange ments are for med usi ng constrai nts and syste m fact ors of t he 

dual hyper chaotic map.  The dual hyper chaotic map is hired t o mi x-up the desi gnat ed 

pi xels of coded DNA mat ri x C1. The DNA XOR sche me is engaged to combi ne t he 

jumbl ed DNA- encoded mat ri x C1 and DNA- encoded matri x C2. The collecti ve DNA-

encoded matri x is transfor med i nt o bi nary i mage usi ng all DNA decoding rul es and is 

transfor med i nt o grayscale i mage t o get ci pher i mage. The enact ment anal ysis de monstrat es 

that a present ed al gorithm i n [11] devel ops the safet y level and also hi nders differential, in-

dept h and statistical attacks. The present ed met hod takes less comput ational ti me (i. e., 

0. 236 s) and is appropri ate for tele medi ci ne, s mart healt h, and e-healt h solicitati ons.  

To discourse latency issues of encodi ng/ decodi ng procedures for outsized size-col ored 

i mages, a ne w deep learni ng-based encodi ng system usi ng DNA,  chaos and multi ple s-

boxes is proj ect ed and assessed i n [12]. The present ed sche me consists of two segments; 1) 

a deep learni ng-based convol uti onal aut oencoder t o wrappi ng t he large-size t hree-

di mensi onal col ored i mages i nt o a poi nt edl y lower size t wo- di mensi onal gray-scal e i mage, 

and 2) a novel DNA- based i mage encrypti on and decrypti on modul e usi ng multi ple chaotic 

series and substit ution boxes t o make t he ci pher image rando m as obvi ous from t he results 

descri bed i n [12]. A symmetric key techni que is proj ected i n [12] for encrypti ng di gital 

i mages. The proposed sche me i n [12] can efficientl y be e mpl oyed for secure and fast 

br oadcast of large size-col ored i mages over a l ow bandwi dt h broadcast networ k.  

To certify t he safet y and secrecy of ordi nal i mage when it’s communi cati ng onli ne or 

st owi ng i n t he cl oud, a chaos-based i mage encrypti on sche me by usi ng arbitraril y DNA 

encode and pl ai nt ext relat ed variati on is planned in [13]. In t his sche me,  plai n i mage is 

arbitraril y encoded i nt o a nucl eoti de sequence under t he control by t he pi ece wi se li near 

chaotic map (P WLCM). Under t he control order produced by hyper-chaotic Lorenz syst e m, 

the plai ntext associ ated variati on is done, whi ch can upsurge t he plai ntext compassi on and 

increase confront ati on t o differential attack. Moreover, key DNA sequence is used i n [13] 
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to variet y diffusi on processi ng, whi ch can powerfull y resist statistical attack. The 

assess ment results exposed t hat proj ect ed i mage crypt osyst e m i n [ 13] has excepti onal 

safet y perfor mance i n ordinal i mage communi cati on. The i mage encrypti on based on chaos 

and DNA computi ng are still under conti nuous research, and t here are still many 

compli cati ons that need to be more deli berate and resol ved.  

A ne w bijecti ve al gorithm whi ch is devot ed t o secure i mage trans mi ssi on over t he dat a 

communi cati on syste ms is introduced i n [14]. An innovati ve symmetric crypt osyst e m is 

existi ng i n [14] t hat hang on t he fusi on chaotic Lorenz dispersi on phase and DNA conf usi on 

phase. It cont ai ns t wo ali ke scra mbli ng and deci pher al gorithms t hat strea mli nes t he 

application of spreadi ng and recepti on patterns of i mages strongl y as a bijecti ve syst e m. 

The sche me was discovered t o be much subtle against negli gi bl e alteration in t he produced 

undiscl osed key. The exa mi nati on verifies t hat t he struct ure has larger arit hmeti c 

possessi ons, huger key space, i mpr oved pl ai n text compassi on, and enhanced key 

compassi on associ ated with pri or syste ms.  

Encr ypti on and decrypti on al gorithm is presented in [ 15] for t he dri ve of confir mi ng portrait 

br oadcast over i nfor mation correspondence backgr ounds. Col or i mage encrypti on i n [ 15] 

e mpl oyments a confusi on met hod based on a hybri d chaotic map, i nitially t o split each 

channel of col or i mages int o n-cl usters; then t o generat e gl obal shuffli ng over t he entire 

i mage; and lastl y, to appl y int erpi xel shuffli ng in each cl uster, whi ch fall outs i n very 

muddl ed pi xels i n t he encoded i mage. Then, it utilizes t he rati onale of human mit ochondri al 

geno me mt DNA t o diffuse the earlier confused pixel val ues. Theoretical exa mi nati on and 

trial results vali dat e t hat the antici pat ed sche me displ ays outstandi ng encryption, as well as 

positi vel y compet e wit h chosen/ known plai n text, statistical, and differential attacks.  

A ne w-fangl ed syste m for t he encodi ng of col or i mages built on t he DNA strands level 

scra mbli ng ( DNASLS) has been antici pat ed i n [16]. Next a col or pict ure is i nsert, it is 

di si nt egrat ed i nt o the red, green and bl ue constit uents. Lat er these mechanis ms are 

combi ned t o creat e a large solitary i mage. Interlinki ng l ogistic map (I LM) has been used 

for t he arbitrary dat a whi ch produces three tri butaries of arbitrary nu mbers. These 

tri butaries have been extra operat ed i n such mode that ni ne tri butaries are reproduced out 

of t he m. To generat e t he di spersal possessi ons, an XOR pr ocess has been done a mong t he 

DNA coded i mage after the exchange of ele ments and t he DNA encrypt ed key i mage. The 

possessi ons of plai ntext compassi on have been attai ned t hrough t he i ntegrati on of Secure 
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Hash Al gorithm- 256 or SHA- 256 hash codes. At  last, the experi ment and t he safet y 

investi gati on have been accomplished. The out comes of t he vali dati on metrics like dat a 

entropy (7. 9973), average key sensiti vity (99. 61%) and mean absol ut e error (84. 7158) 

vali dat e t he security, boldness t o t he number of attacks and a potential for real worl d 

solicitati on of t he antici pat ed i mage encrypti on.  

I mage encodi ng has been seen as an exciti ng study area by vari ous professi onals and 

nu mer ous procedures t o encode i mageries have arisen, presentl y, the emphasis is on 

gai ni ng i mpr oved i mageries. An i nnovati ve image encodi ng outli ne that practices 

intert wi ni ng l ogistic map (I LM), DNA encrypti ng and DE opti mi zati on is presented i n [17]. 

The antici pat ed met hod is built on tri o chapt ers: transfor mati on i ncl udi ng I LM,  dispersal 

appeali ng DNA and opti mi zati on vi a DE. The mai n invol ve ment of [17] is t oo 

cont e mporary t he efficacy of DE i n duplicate optimi zati on and show by what means DE is 

well t han GA. The opti mi zati on acti ng a vital part provi ded t hat an effecti ve encodi ng. Hi gh 

randomness standards and little CC standards strai ght gat her rest ored out comes for an 

enhanced encodi ng. The consequences of DE enhance ment are t oo correl ated wit h that of 

GA opti mi zati on i n [17]. Hypot hetical exa mi nation and i nvesti gati onal fall outs i n [17] 

support that the set of rules by DE det er mi nes i mpr oved encodi ng efficacy t han GA.  The 

out comes as well vali date t he dat um t hat encodi ng vi a DE is quicker t han encodi ng wit h 

GA.  Hencefort h, DE can be cast-off to attai n a faster and additi onal safe encodi ng met hod.  

In [18], A different i mage encodi ng syste m creat ed on an a mal ga m typi cal of DNA 

comput ati on, chaotic sche mes and hash purposes is fa miliarized. The vital gai n of t he 

antici pat ed outli ne is from t op t o bott om compet ence. A mi scellaneous SHA256/ MD5 hash 

from t he basi c duplicat e and t he t op-secret key to certify t he pri mar y stat e and s wit ch 

constrai nts of chaotic systems variati on by flicki ng i ndi vi dual bit of t he unador ned copy or 

the undiscl osed key is shown i n [18]. The i nvestigati onal results i n [18] exposed t hat t he 

pr oj ect ed i mage encodi ng outli ne can not onl y attai n decent safet y product than fi ve furt her 

illustrati ve i mage encoding struct ures, nevert hel ess as well adequat el y wild for hands-on 

cl ai ms.  

Co mbi ne DNA comput ation wit h doubl e-chaos sche mes is proposed i n [19] and advises a 

pr ocedure for col or copy encodi ng at the mi nut e close. Initial, Ar nol d procedure is used i n 

[19] t o cla mber t he tri o mechanis ms of t he col or copy, and t he quantit y of repetiti ons was 

strong- mi nded by t he nor mal of t he tierce apparat uses, whi ch a mended the sha mbli ng 
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consequence of Ar nol d procedure. Also, later a proporti on of experi ment ations, a doubl e-

chaos sche me collected of Lorenz chaotic pl otting wit h i nconst ant li mitati ons and t hen 

Rossl er hyperchaotic drawi ng i n [19] t o produce trio groups of chaotic orders for dispersi on 

pr ocess. The tent ative outcomes i n [19] illustrate that t he procedure has upright prot ecti on 

present ati on and can effici entl y count erattack countless out breaks. 

In de mand t o acquire chaos wit h a broader chaotic possi bility and i mpr oved chaotic 

perfor mance, [20] associat e t he numer ous standing si mplistic chaos and arrange a ne w 

basi c chaotic pl ot by means of an i ntegrat ed procedure whi ch is called by LLS struct ure 

and abri dged as LLSS. To become an i mpr oved encodi ng result, an ori gi nal copy encodi ng 

techni que founded on doubl e chaos and DNA ci pheri ng expertise is probabl e i n [20]. 

Tent ati ve i mitation and safet y investigati on i n [20] express t hat t his procedure rises t he key 

space, has from t op t o bott om compassi on, and can count erattack nu mer ous publi c 

out breaks. At t he si mil ar peri od, t he procedure in [20] can lessen t he connecti on bet ween 

toget her pict ure ele ment, produce it cl ose to 0, and rise t he dat a rando mness, constructi ng 

it adj acent t o t he model wort h and accomplishi ng a virtuous encodi ng consequence.  

In [21], a copy encodi ng pr ocedure founded on hash tabl e constructi on sha mbli ng and DNA 

replace ment is introduced. The procedure in [21] practices t he standard ‘scra mbli ng-

diffusi on’ met hod, and the pseudo-random arrange ment cast-off to each met hod is 

engendered by t he hyper-chaotic Chen sche me. Primaril y, in t he met hod of mot ocross, dual 

or ders wit h no repetitive standards are made by means of t he locked hash techni que i n t he 

hash board buil di ng for chaotic classifications, and t he basi c copy is j umbl ed t wo ti mes 

renderi ng t o t he dual orders. The haphazardness of the chaotic arrange ments in [21] is cast-

off i n i n cooperati on procedures of encodi ng, which efficientl y advances the safet y and 

consistency of t he syst em.  Over t he encodi ng and decodi ng trial and sanct uary st udy of 

vari ous i mageries i n [21], and eval uati on wit h suppl e ment ary writi ngs, our encodi ng 

pr ocess can compl et e t he resol uti on of defendi ng image safet y and can be cast-off for i mage 

scra mbl ed spread.  

Vi sual careful i mage encodi ng can t oget her advance the proficiency of t he image encodi ng 

pr ocedure and lessen t he occurrence and strict ness of out breaks i n contrast to facts. In [22], 

an ori gi nal syste m of encodi ng is proj ect ed built on keys resulti ng from Deoxyri bonucl ei c 

Aci d ( DNA) and pl ai ntext copy. The pl anned arrange ment i n [22] results i n chaotic graphi c 

careful encodi ng of i mage i nfor mati on. In command t o st yle and certify t hat this i nnovati ve 
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arrange ment is vi gorous and prot ect ed compared t o countless t ypes of out breaks, t he 

preli mi nary sit uati ons of the chaotic pl ots e mpl oyed are produced from an ar bitrary DNA 

arrange ment as well as pl ai nt ext i mage vi a an SHA- 512 hash functi on. To rise t he key 

space, tri o changed sol o measure ment chaotic maps are cast-off. In [22], these maps present 

di spersi on i n a si mpl e i mage by pi cki ng a chunk that have better relati onship and t hen it is 

bit wi se XORed wit h the casual matri x. The additi onal dual chaotic maps disrupt t he 

connecti on bet ween next to pict ure ele ment t hrough muddl e (row and colu mn shuffli ng). 

The key benefit of t he antici pat ed syst e m i n [22] is that scra mbl ed i mage is not casual ali ke 

cl a mor and later ene my mi ght not disti nguish t hat i mage comprise particular mat erial.  

An i mage encodi ng procedure recogni zed on 3-D DNA l evel versi on and replace ment 

arrange ment is offered i n [23]. SHA 256 hash rate of si mpl e i mage is cast-off t o comput e 

the preli mi nary standards of t he 6- D hyperchaotic sche me and t he organi zation li mit ati ons 

of t he 3- D cat pl ot. Investigati onal out comes and safet y st udy i n [23] have established t hat 

the planned i mage encodi ng process has virtuous safekeepi ng and forceful ness, and can 

also count erattack nearl y identified out breaks. 

[24] suggests a chaotic pai nt i mage encodi ng syste m built on DNA- coding desi gns and 

mat he matics over t he Galois fiel d. Initiall y, tri o revised si mpl e- mi nded (1D) chaotic charts 

wi t h bi gger key pl anetary and well chaotic feat ures are accessi bl e in [24]. The 

investi gati onal grades i n [24] displ ay t hat t heir chaotic pauses are non-only prol onged t o 

(0, 15], but t hen t heir usual maj or Lyapunov Proponent ranges 10. They stay used as 

pri mar y keys. Furt her more, DNA ci pheri ng and intenti ons are pragmatic i n de mand t o 

enhance extra variati on of the crypt osyst e m. Eventuall y, the enumerati on over t he Gal ois 

fiel d certifies t he result for t he dispersi on of pict ure ele ment. The recreati on exa mi nati on 

in [24] de monstrates t hat t he encodi ng arrangement pl anned i n [24] has respect abl e 

encodi ng consequence, and t he mat he matical outco mes confir m t hat it has advanced safet y 

than nearl y of t he up-t o-dat e crypt osyst e ms.  

An i mage encodi ng struct ure by means of t he mixt ure of chaos, hyper-chaos, and DNA 

cl assificati on process is acquai nt wit h i n [25]. The proj ected struct ure execut es tri o phases 

of encodi ng processes. Indi vi duals are selection-level hyper-chaotic order-based DNA 

sha mbli ng process, key-i mage creat ed DNA-diffusi on acti on, and hyper-chaotic 

arrange ment construct ed DNA scuffli ng procedure. The rewar ds of t he arrange ment i n [25] 

are advanced key pl anet ary, advanced confusion or casual ness of pict ure ele ment, 
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sophisticated compassi on t o t he keys and pl ai nt ext pict ure ele ment, tougher resisti vit y t o 

the clatters, and l ossless encodi ng and deci pher ment. Furt her more, collection si de by si de 

hyper-chaotic order created DNA sha mbli ng process creat es extra compl ications i n t he 

mi spercepti on met hod whi ch growt hs the strong poi nt of encodi ngs and decodi ng. The 

comput er replicati on and safet y exa mi ne i n [25] aut horize t he decent encodi ng out comes 

of t he antici pat ed syst em and soli d resisti vity to t he frequentl y cast-off out breaks. The 

contrast results i n [25] de monstrate t hat the proj ect ed procedure is extra prot ect ed as 

associ ated t o t he additi onal descri bed arrange ments. Compl et el y t hese structures illustrat e 

that the antici pat ed procedure is sheltered and appropriate for i mage encoding.  

[26] offered t he li ght field i mage ( LFI) mat erial cont ai ns t he strengt h of the composed 

article and t he way of t he light over vi deorecordi ng. An LFI through a 4- D act ill ustrati on 

consist of a 2- D l ongit udi nal fiel d and a 2- D sharp area, whi ch is t otally changed t han 

overall ordi nary i mages. In addi ng, DNA encrypting and Chen’s chaotic struct ure are cast-

off i n [26] t o hi ke and verbose the pict ure ele ment of t he sub-bl ock i mages after chunk 

deali ng out. Lastl y, all the scra mbl ed sub-bl ocks i n [26] stay combi ned t o gai n t he 

encrypti on i mage. The Ar nol d convert was prag matic t o t he built mul ti-vi ew i mage 

medi um, and t he last secret message i mage was found. The tent ative replicati on i n [26] 

illustrates t hat the outline is full-bodi ed and has no clear i mpact on the uni que LFI 

superi orit y. Trial fall outs i n [26] reveal t hat the antici pat ed struct ure can count erattack 

discrepancy out break and vali dat e from t op t o botto m safet y. 

In [27] a novel chaos-based encodi ng sche me is proj ect ed for medi cal i mages. It is built on 

a groupi ng of chaos and DNA co mputi ng bel ow the state of t wo encrypti on series, headed 

by a key generati on layer, and trails the per mutati on-substit ution-diffusion struct ure. In 

[27]   SHA- 256 hash functi on t oget her wit h t he preli mi nary secret keys is engaged t o yi el d 

the secret keys of t he chaotic syste ms. Securit y studies and processer mockups t oget her 

endorse that the pl anned order i n [27] is strong besi de all types of out breaks. Its little 

difficult y specifies its great prospecti ve for present and safe i mage solicitations.  

[28] takes a general attitude t o suggest an i ncl usive outli ne for col or i mage encodi ng wit h 

some ne w sorts. In [28] a col or i mage is encrypt ed i nt o a DNA sequence usi ng arbitraril y 

no mi nat ed row-level encodi ng rul es. A novel 4D- Hyperchaotic syste m is used i n [28] t o 

pr oduce pseudo-rando m or ders t o per mut at e i mage i nfor mati on at bit-level and bl ock-level. 

The multidi mensi onal Hyperchaotic syste m rises non-peri odicit y, rando mness, and 
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unpredi ctability t han a modest chaotic syste m. Changed subkeys have been engaged near 

rise t he key cos mos and i mpl ant encodi ng and deci pher i nt o t he antici pat ed order. 

Consequences and exa mi nati on i ndicat e t hat the project ed agenda i n [28] is arit hmeti call y 

effecti ve and vi gorous to altered ki nds of out breaks and crypt anal ysis passed over t he 

pi ct ures. 

In [29] a novel ordi nal i mage encodi ng technique is proj ect ed built on bit s wappi ng 

pr ocedure, chaotic sche mes and DNA encodi ng procedure. Initiall y, in t his techni que each 

pi xel of t he pi ct ure is transfor med t o its equi val ent bi nary order encompassi ng of 0’s and 

1’s bits. Aft er t hat, the 0 bit is exchanged by (1 and 0) bits and t he 1 bit is exchanged by (0 

and 1) bits. Then, t he creat ed i mages are scrambl ed usi ng large di mensi onal chaoti c 

sche mes built on t he standard of transfor mati on and dispersi on practices in det ached t o 

differ t he l ocati ons and standards of t he ordi nal i mage pi xels. Then, the subsequent 

scra mbl ed pi ct ures are encrypt ed by e mbraci ng DNA pr ocedure rul es and at that ti me t hese 

pi ct ures are combi ned by mani pul ati ng DNA additi on process. Lastl y, t he encoded DNA 

pi ct ures are deci phered to gai n the out put scra mbl ed pi ct ure. To sum up, the proj ect ed 

met hod i n [29] for med huge secret key space of (2747), an equi valent differential 

exa mi nati on enact ment NPCR (99. 61 %) and UACI (34. 61 %) and conceded all safet y and 

haphazardness exa mi nations.  

In [30] a new encrypti on patterns t hat chai ns hyperchaotic maps patterns, SHA- 2, and a 

pi xel-shifti ng built on t he Zasl avskii map is proj ected. The pl ai n i mage is i nitiall y j umbl ed 

based on standards gai ned from a 2- D hyperchaotic map. A cover pict ure is t hen creat ed 

usi ng t he mut ual l ogistic-tent map. A mask i mage is for med after t hat, built on a uni que bit 

indexi ng pattern built on the SHA- 2 val ue of t he cover pi ct ure. In [30] DNA encrypti on is 

conceded out on bot h i mages, usi ng an ani mat edl y chosen l ogistic-tent map. Then dispersal 

usi ng t he excl usi ve- OR techni que was i mpl e mented. Fi nall y, multiple dispersi on processes 

are conceded out t o yi el d the coded i mage. Through si mul ati on exa mi nati on, this proj ect ed 

syste m i n [30] has been fir m t o yiel d great security. The proj ect ed techni que surpasses t he 

for merl y established techni que by t he bi ographers.  

A novel i mage encodi ng pattern is proposed i n [31] built on the chaotic sche me and t he 

substit ution acti ons of t he pi xels equall y at the fraction and DNA l evels. Through arbitraril y 

selecti ng t wo arrays of t he specified i nput pict ure for a number of spells, casuall y sel ect ed 

pi xels of these t wo ranges are exchanged. In [31] si mil ar process is execut ed on t he t wo 
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arbitraril y selected col umns t o acquire t he jumbled duplicate. Then, an XOR pr ocess is 

execut ed a mong t he jumbl ed i mage and t he key tributary of arbitrary statistics specified by 

the chaotic sche me. Fi nall y, the DNA- encoded statistics are deci phered back i nt o its 

fracti on correspondi ng. SHA- 256 hash ci phers for t he specified i nput image have been 

cast off i n t he proj ect ed code i n command t o attai n the pl ai nt ext compassi on. The i mit ati on 

and t he present ati on exa mi nati on depi ct the good safet y possessi ons, insol ence t o t he 

di verse i nti mi dati ons and t he positi ve proj ecti ons for t he practical solicitati on of t he 

present ed code i n [31]. 

As t here are abundant users and muggers over the i nternet, IoT dat a face several safet y 

matt ers. Presentl y, DNA crypt ography is a front-line area, whi ch is used to i mpr ove dat a 

safet y. In [32], a new crypt osyst e m is presented usi ng DNA cr ypt ography and DNA 

steganography for t he cloud- based IoT substructure. Here, the pri vat e data is encoded by 

usi ng an extended secret key. Then, it is conceal ed i n an i mage. Therefore, the present ed 

crypt osyst e m i n [32] not onl y hi des t he dat a, but also encodes the pri vate dat a pri or t o 

loadi ng it on t he cl oud server, and it fi ghts many safet y out breaks in t he cloud- based IoT 

substruct ure. To assess the wor ki ng of t he presented sche me i n [32], numerous tryouts are 

execut ed. The out comes show t he efficiency of t he present ed sche me.  

In [33], a novel encrypti on process is proposed based on DNA crypt ography, a hyperchaoti c 

syste m and a Moore machi ne. The hyperchaotic syste m produces four pseudo-rando m 

nu mber sequences used i n DNA- based processes. The Moore machi ne execut es 

repl ace ments i n t he DNA sequence t hat makes the syste m more prot ect ed. The present ed 

techni que i n [33] can defend a syste m from many attacks, na mel y man-i n-t he- mi ddl e 

attacks, ci phertext-onl y attacks, known- pl ai ntext attacks, brut e force attacks and 

differential crypt anal ysis attacks. The present ed sche me i n [33] gi ves an average aval anche 

effect of 54. 75 %, whi ch assures a hi gh level of robust ness. Furt her more, tentative out comes 

show t hat t he present ed sche me i n [33] is safer and more effecti ve than t he current sche mes.  

Most state-of-t he-art solicitati ons de mands nomi nal net wor k latency i n t he net wor k so t hat 

the repl y can reach t he user wit hi n segment of seconds. To meet t his necessit y, fog 

computi ng ca me i nt o survi val. In [34], a new encodi ng techni que is present ed, whi ch is 

built on genetic science and wor ks in t wo phases. In t he initial phase, the pl ai nt ext is 

transfor med t o a compl ex ci pher text by maki ng use of a compl ex key. The key is arbitraril y 

no mi nat ed from t he DNA popul ati on and is made extra compl ex by usi ng l ogi cal operat ors. 
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The ci pher text acquired in t he first phase is made much i mpassabl e i n t he second phase, 

by usi ng genetic science pri nci pl es of crossover and alteration. The mockup and out comes 

of t he present ed techni que i n [34] specify that it offers much safet y to t he dat a as equat ed 

to t he current encodi ng techni ques.  

[35] Presents a prot ect ed dat a encodi ng and hi di ng pr ocess built on DNA crypt ography and 

steganography. Appr oach i n [35] uses DNA for encodi ng and dat a hi di ng pr ocedures due 

to its great capabilit y and plai nness i n fortifyi ng many t ypes of dat a. Presented met hod i n 

[35] has t wo phases. In the i nitial phase, it encodes the dat a usi ng DNA bases al ong wit h 

Huff man codi ng. In t he next phase, it pelts the encoded dat a i nt o a DNA sequence usi ng a 

exchange al gorithm. Presented met hod i n [35] is unsi ght ed and conserves bi ol ogi cal 

functi onalit y. The out come displ ays an attired cracki ng chance wit h moderatel y i mpr oved 

di mensi ons. Present ed met hod i n [35] has re moved many boundaries recogni zed i n t he 

associ ated wor ks. Presented hybri d techni que i n [35] can offer a doubl e layer of refuge t o 

subtle dat a. 

In [36] a new sche me is present ed for i mage encodi ng by raisi ng t he wel l-known DNA 

techni que and t he three-di mensi onal chaos maps. The 3D Ar nol d map makes a key order 

whi ch is altered by DNA rule and XORed wit h a DNA tri but ary t o achieve a compli cat ed 

dispersal, and i nstant aneousl y get t hrough t o shuffle all the pi xel positi ons. The destructi on 

level is altered by asset of three key produci ng sequences attai ned by 3D l ogistic map wit h 

subtle li mit ations and primar y val ues. The effecti veness of t he present ed procedure i n [36] 

is proved vi a a succession of trials conceded on some test i mages. The arit hmetical 

consequences vali dat e that t he present ed procedure accomplishes re markabl y well and 

deli vers i mpr oved encoding out comes abreast the hi gher key compassi on as associ at ed t o 

the precedi ng current sche mes. However, the present ed sche me i n [36] also shows an 

i mpr oved confront ati on to t he recogni zed arit hmetical, differential, and co mpr ehensi ve 

out breaks. 

2. 1 Research Gap 

In spite of t he devel opments i n i mage encrypti on techni ques usi ng DNA,  chaos, and hybri d 

appr oaches, there are numer ous research gaps that are essentials t o be addressed:  

Co mparati ve Anal ysis: The literat ure revi ews present several i mage encrypti on sche mes 

but lack an i ncl usi ve comparati ve anal ysis. A relati ve st udy t hat esti mat es t he strengt hs, 
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fai nt ness, perfor mance, and security of different encrypti on sche mes woul d be estee med i n 

recogni zi ng t he most effecti ve and compet ent techni ques for different applicati on 

sit uati ons.  

Robust ness agai nst Advanced Attacks: Whil e t he reread encrypti on sche mes 

de monstrate flexi bility agai nst public attacks, such as chosen-plai nt ext and statistical       

occurrences, there is a need t o i nspect t heir robust ness agai nst more advanced attacks, 

incl udi ng machi ne learning-based attacks and crypt anal ysis techni ques. Suppl e ment ary 

research shoul d focus on eval uati ng t he liabilities and pot ential weaknesses of t hese 

sche mes i n t he face of devel opi ng attack met hods.  

Practical I mpl e ment ation and Perfor mance Esti mati on: The literat ure revi ews 

pri maril y focus on hypot hetical anal ysis and si mul ati on results. However, practical 

i mpl e ment ati on and perfor mance eval uati on of t he proposed encrypti on sche mes i n real-

worl d scenari os are i nadequat e. Fut ure research shoul d consi der i mple menti ng t hese 

techni ques in practical environments, consi deri ng fact ors such as comput ati onal 

compet ence, resource require ments, and scal abilit y, to vali dat e t heir viabilit y and 

effecti veness. 

St andardi zati on and Interoperability: The revi ewed encrypti on sche mes lack 

standardized prot ocols and fra me wor ks, whi ch can del ay t heir interoperabilit y and 

integrati on i nt o current syste ms. Fort hcomi ng research shoul d hi ghli ght standar di zati on 

efforts t o ensure compatibilit y and whol e i ntegration of i mage encrypti on techni ques across 

different platfor ms and syst e ms.  

Security Eval uati on i n Multi medi a Co mmunicati on Syste ms: Whil e the literat ure 

revi ews re mar k t he suitability of certai n encrypti on sche mes for multi medi a 

communi cati on syste ms, there is a research gap i n assessi ng t heir security perfor mance i n 

real- worl d multi medi a applicati ons. Upco mi ng research shoul d focus on assessi ng t he 

security and robust ness of these sche mes i n hands-on multi medi a communi cati on syste ms, 

consi deri ng fact ors such as net wor k li mit ations, trans mi ssi on qualit y, and resistance t o 

attacks specific t o multimedi a dat a.  

Addressi ng t hese research gaps woul d contri bute to t he advance ment of image encr ypti on 

techni ques, ensuri ng t heir effecti veness and securit y i n vari ous application fiel ds. 

Additi onall y, it woul d ease the devel opment of standardi zed encrypti on protocols, i mpr ove 



19 

 

interoperabilit y, and hel p the practical i mpl e ment ation of secure i mage encrypti on i n real-

worl d set-ups. 
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Chapt er Three 

 

 

3 METHODOLOGY 

 

 

Fi gure 3-1: Fl ow chart of proposed sche me 

As i n Fi gure 3-1, the first step of t he encrypti on process i ncl udes choosi ng an appropri at e 

ori gi nal i mage, i n t his case, a Baboon i mage. To present spatial confusi on and modify t he 

pi xel arrange ment, the logistic map al gorithm is engaged. The l ogistic map al gorit hm 

pr oduces a sequence of pseudorando m nu mbers, whi ch are t hen conditi oned to sha mbl e t he 

rows and col umns of t he ori gi nal i mage. This shuffli ng process objects t o disrupt t he spatial 

consistency of t he i mage, maki ng it more challengi ng t o deci pher. The logistic map 

al gorithm is e mpl oyed once agai n to creat e anot her sequence of pseudorando m nu mbers. 

By perfor mi ng a bit wise XOR operati on a mong t he shuffled i mage and t he pseudorando m 

nu mbers, the encrypti on process adds a suppl e ment ary layer of difficult y and diffusi on. 

The XOR operati on varies t he pi xel val ues i n t he i mage, maki ng it more sti mul ati ng for 
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unaut hori zed persons t o understand t he encrypted dat a. Then t hree rounds of S- Box 

substit ution are applied to t he XOR- ed i mage. To pr ovi de an excepti onal represent ati on for 

the encrypt ed dat a, DNA encodi ng is e mpl oyed. A specific DNA sequence mappi ng 

sche me is established t o map t he pi xel val ues or bit sequences of t he encrypt ed i mage t o 

equi val ent DNA sequences. This encodi ng process adds a furt her layer of compl exit y and 

disti ncti veness t o t he encrypted dat a, maki ng it more challengi ng t o deci pher wit hout t he 

ri ght decodi ng al gorithm.  S- Boxes are predefi ned substit ution tabl es t hat map i nput val ues 

to specific out put val ues. Each S- Box substit ution presents nonli near transfor mati ons t o t he 

encrypt ed i mage, furt her i mpr ovi ng its safet y and oppositi on t o crypt ographi c attacks.  

Aft er compl eti ng t he previ ous steps, the result is an encrypt ed i mage. The encrypt ed i mage 

e mbodi es t he ori gi nal Baboon i mage transfor med t hrough row and col umn shuffli ng, bit 

XOR operati ons, S- Box substit utions, and DNA encodi ng. The encrypt ed i mage cont ai ns 

greatl y scra mbl ed and encoded i nfor mati on, safeguardi ng t he ori gi nal cont ent agai nst 

unlicensed access. 

3. 1 Logi stic map 

The l ogistic map is a mat he matical functi on used t o model popul ati on growt h or ot her 

dyna mi c syst e ms t hat show non-li near behavi or. It was first introduced by t he bi ol ogist 

Robert May i n 1976 as a si mpl e iterative equati on.  

The equati on for t he logistic map is expressed as: 

                                                X( n+1) = r * X( n) * (1 - X( n))                                     (3. 1) 

In equati on 3. 1, X( n) characterizes t he val ue of t he logistic map at ti me step "n. " The val ue 

of "r" is a para met er t hat defi nes t he growt h rate or the bifurcati on behavi or of t he map. It 

is charact eristically wit hin t he range of 0 t o 4, where different val ues of "r" lead t o disti nct 

dyna mi c behavi ors. The logistic map is an iterative equati on, whi ch means that t he val ue 

at each ti me step rest on the val ue at the earlier ti me step. By iterating t his equati on multi pl e 

ti mes, the l ogistic map creat es a sequence of values t hat can exhi bit intricate behavi or, 

incl udi ng steadi ness, periodi cit y, di vergence, and disorder, dependi ng on t he val ue of "r." 
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Fi gure 3-2: Bif urcati on Di agram r bet ween 0 and 4 [1], [20] 

The l ogistic map produces a bifurcati on di agra m as shown i n Fi gure 3-2 [1],[20], whi ch 

illustrates t he behavi or of the syste m as t he para met er r varies. To creat e t his diagra m, one 

starts wit h an i nitial val ue X_0 and applies t he logistic map equati on repeat edl y, discardi ng 

some i nitial iterations t o allow t he syste m t o settle int o its long-ter m behavi or. The resulti ng 

val ues of X_n is t hen pl otted agai nst the para met er r. 

When t he para met er r is small, the popul ati on size converges t o a stabl e equilibri um val ue. 

Ho wever, as r increases, the syste m undergoes period- doubli ng bifurcati ons, leadi ng t o t he 

e mer gence of peri odic oscillati ons. Event uall y, at a critical val ue of r (around 3. 57), t he 

syste m transiti ons t o chaotic behavi or, where the popul ati on size exhi bits irregul ar, 

unpredi ctabl e fl uct uati ons. 

The graph of t he logistic map' s bifurcati on di agram showcases t he compl ex behavi or of t he 

syste m as t he para met er r increases. It displ ays a cascade of bifurcati ons, wit h peri od-

doubli ng leadi ng t o t he emer gence of a fract al pattern. The graph is charact erized by a seri es 

of branches that correspond t o stabl e poi nts, peri odi c orbits, and regions of chaoti c 

behavi or. 

The l ogistic map provi des i nsi ghts i nt o t he dynami cs of nonli near syste ms and is wi del y 

used i n vari ous fiel ds, includi ng bi ol ogy, physi cs, and econo mi cs. Si mpl e equati on and t he 

rich compl exit y make it a val uabl e t ool for st udyi ng chaotic pheno mena and underst andi ng 

the behavi or of nonli near dyna mi cal syst e ms.  
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3. 2 Conf usi on 

Conf usi on is an essential concept i n crypt ography that menti ons to t he process of disguisi ng 

the associ ation a mong t he pl ai ntext and t he ci phertext. It incl udes converting t he input dat a 

in such a way t hat t he resulti ng encrypt ed dat a see ms rando m and barren of any apparent 

patterns or correlati ons. The moti ve of fa miliarizing confusi on i n a crypt ographi c sche me 

is to make it probl e matic for an attacker t o take out any evocati ve informati on from t he 

ci phertext wit hout retai ning t he suitabl e decrypti on key. Conf usi on techni ques classi call y 

invol ve operati ons such as substit ution, per mutati on, or bit wise mani pul ati on, whi ch 

modify the val ues or positions of t he dat a ele ments. By i ntroduci ng confusi on, t he encoded 

dat a becomes statistically vague from rando m noise, thereby i ncreasi ng t he security of t he 

encrypti on sche me. Confusi on, al ong wit h diffusi on, is a central ele ment i n attai ni ng robust 

and prot ect ed encrypti on,  as it certifies t hat even small changes in t he input result in maj or 

changes i n t he out put, baffle atte mpt s at crypt analysis and i ncreasi ng t he tot al strengt h of 

the encrypti on.  

 

Fi gure 3-3: Process of Mat rix Scrambli ng. (a) Row Scrambli ng; (b) Col umn Scrambli ng; (c) Entity.  
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Bal anci ng t he level of conf usi on is cruci al, and it often requires careful consi derati on of 

vari ous fact ors such as the encrypti on al gorithm' s strengt h, comput ati onal efficiency, and 

the specific require ments of the applicati on. The choi ce of confusi on operations and t heir 

para met ers must be designed t o provi de a sufficient level of compl exit y whil e preservi ng 

the integrit y and visual qualit y of t he encrypt ed image as shown i n Fi gure 3-3. 

Furt her more, the choi ce of encrypti on key pl ays a significant role i n achievi ng confusi on. 

The key det er mi nes the specific transfor mati ons applied duri ng encrypti on and decrypti on. 

A strong and secure key is essential to ensure t he effecti veness of t he conf usi on process 

and mai nt ai n t he confi dentiality of t he encrypt ed image.  

In concl usi on, confusi on is a critical aspect of i mage encrypti on, ai mi ng t o di srupt patterns 

and correlati ons i n t he i mage t o make it resistant to attacks. Achi evi ng an appr opriate level 

of confusi on while mai ntai ni ng i mage i nt egrit y and security is a compl ex task t hat requires 

careful consi derati on of vari ous fact ors, incl udi ng the choi ce of operati ons, para met ers, and 

encrypti on key.  

3. 3 Bi t XOR ( Diffusi on) 

Bit XOR, or excl usi ve OR,  is an i mport ant operation i n crypt ography used for diffusi on, 

whi ch is t he procedure of spreadi ng t he effect of i ndi vi dual bits across t he whol e ci phertext. 

In a bit XOR operati on, two bits are equated, and the result is a new bit that is set to 1 if t he 

t wo i nput bits are dissi milar, and 0 if they are t he simi l ar. This process presents arbitrari ness 

and i ntricacy i nt o the scrambl ed dat a by changi ng the i ndi vi dual bit val ues. By appl yi ng bit 

XOR t o t he ci phertext, the i mpact of each bit spreads through succeeding rounds of 

encrypti on, maki ng it difficult to disti nguish any patterns or links bet ween t he ori gi nal 

pl ai nt ext and t he encrypt ed out put. Bit XOR, as a diffusi on techni que, ensures t hat 

variati ons i n a si ngle bit of t he pl ai nt ext lead to subst antial changes throughout t he 

ci phertext, fir mi ng up t he security of t he encryption sche me. It is a modest yet powerful 

operati on t hat, when combi ned wit h ot her crypt ographi c techni ques, hel ps attai n robust and 

secure encrypti on.  

The key used i n t he bitxor operation is cruci al for ensuri ng t he security of the encrypti on 

sche me. It adds rando mness and compl exit y t o the encrypti on process, maki ng it more 

difficult for an attacker t o deci pher t he ori gi nal i mage from t he encrypt ed versi on. The key 

shoul d be sufficientl y l ong and securel y generated to resist crypt ographi c attacks.  
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Tabl e 3-1: Bit XOR Operati on 

A B C=A^B 

0 0 0 

0 1 1 

1 0 1 

1 1 0 

 

The bit xor operati on is reversi ble, meani ng t hat appl yi ng t he sa me key agai n t o t he 

encrypt ed pi xel val ue will yiel d t he ori gi nal pi xel val ue as shown i n Tabl e 3-1. This 

pr opert y all ows for decrypti on by perfor mi ng t he bitxor operation bet ween t he encrypt ed 

pi xel val ue and t he decrypti on key.  

Bi t xor is often used i n conj uncti on wit h ot her encrypti on techni ques, such as substit uti on 

and per mut ati on, t o provide a more robust and secure i mage encrypti on sche me. It hel ps 

introduce confusi on i nt o the encrypt ed i mage and prevents statistical analysis or si mpl e 

correl ati ons bet ween t he ori gi nal and encrypt ed pixel val ues.  

 

Fi gure 3-4: The Diffusi on Process of Encrypti on. (a) t he diff usi on process of row- maj or and (b) t he diff usi on 

process of col umn maj or.  
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In Fi gure 3-4, the diffusi on process of encryption by row maj or and col umn maj or is 

illustrated.  

In summar y, the bit xor operati on ( Diffusi on) pl ays a cruci al role i n i mage encrypti on by 

introduci ng confusi on and enhanci ng t he security of t he encrypt ed i mage. It combi nes t he 

pi xel val ues of t he i mage wit h an encrypti on key t hrough bit wise XOR,  creati ng a ne w 

pi xel val ue t hat is difficult to deci pher wit hout the correct decr ypti on key. Bit xor is an 

i mportant component of many i mage encrypti on al gorithms and contri butes t o prot ecti ng 

the confi dentiality and i ntegrit y of sensiti ve i mage dat a.  

3. 4 S- box substituti on 

S- box substit ution, also recogni zed as substit ution box, is a vital fact or i n many encr ypti on 

al gorithms, mai nl y symmetric key ci phers. It aids as a nonli near substituti on mechani s m 

that i mpr oves the muddle and dispersal properties of the encodi ng method. A S- box 

operat es by changi ng i nput bit patterns wit h correspondi ng out put bit patterns based on a 

predefi ned l ookup table. This substit ution tabl e presents composite and nonli near 

relati onshi ps bet ween t he input and out put val ues, maki ng it tough t o separate any statistical 

patterns or regul arities. By s meari ng S-box substituti on, the encrypti on al gorit hm presents 

conf usi on i nt o the dat a, confir mi ng t hat s mall variati ons i n t he input result in wei ght y 

changes in t he out put. This nonli nearit y and difficult y provi de confront ati on agai nst many 

out breaks, incl udi ng differential crypt anal ysis and brut e-force attacks. S-box substit uti on 

is often iterativel y s meared across multiple rounds i n encrypti on sche mes, furt her 

strengt heni ng t he sanct uary and certifyi ng t he pri vacy and reliability of t he scra mbl ed dat a. 

 

Fi gure 3-5: S- Box Substit ution 

The pri mar y purpose of S-box substit ution as shown i n Fi gure 3-5, is to disrupt any 

statistical patterns or correlati ons i n t he pi xel values, maki ng it difficult for an attacker t o 

deci pher t he ori gi nal i mage from t he encrypt ed versi on. By i ntroduci ng non-li nearit y, t he 
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S- box strengt hens the conf usi on aspect of t he encrypti on process and prevents si mpl e 

al gebrai c relati onshi ps bet ween t he input and out put val ues.  

The desi gn and properties of t he S-box are critical for t he overall security of t he encr ypti on 

al gorithm. S-boxes should possess desirabl e cryptographi c properties such as resistance t o 

differential and li near attacks, and t hey should be resistant t o reverse engi neeri ng. 

Ext ensi ve research and anal ysis are conduct ed to creat e S-boxes t hat exhi bit strong 

crypt ographi c properties and satisfy specific security require ments.  

In summar y, S-box substitution is a vital component of i mage encrypti on al gorithms t hat 

introduces confusi on and non-linearit y t o enhance the security of t he encrypt ed i mage. By 

replaci ng pi xel val ues based on compl ex substit ution rul es, the S-box disrupts statistical 

patterns and correl ati ons, maki ng it challengi ng t o decrypt t he ori gi nal i mage wit hout t he 

pr oper decrypti on key. Proper desi gn and selection of S-boxes are cruci al to ensure t he 

overall strengt h and security of t he i mage encryption sche me.  

3. 4. 1 MS B ( Most Si gnificant Bi t) 

S- box substit ution wit h MS B ( Most Si gnificant Bi t) is a crypt ographi c techni que t hat 

incl udes substit uting i nput bit patterns wit h equivalent out put bit patterns based on a 

predefi ned l ookup tabl e. In t his met hod, onl y the most si gnificant bit of each i nput byt e is 

reflect ed for t he substit ution process. By concentrati ng on t he MSB, t he S-box i ntroduces 

suppl e ment ary compli cation and non-linearit y t o the encrypti on sche me, impr ovi ng t he 

safet y of t he crypt ographi c al gorithm. The substit ution tabl e used i n MSB S- box 

substit ution is cauti ously proj ect ed t o ensure that t he substit ution patterns are vastl y 

nonli near and resistant t o several crypt anal ysis techni ques. This techni que offers a for m of 

conf usi on and diffusi on in t he encrypti on process, maki ng it more t ough for attackers t o 

exa mi ne t he affiliati on bet ween t he pl ai nt ext and ci phertext. S-box substituti on wit h MSB 

is usuall y e mpl oyed i n symmet ric key al gorithms such as bl ock ci phers. 

 

Fi gure 3-6: Most Si gnificant Bit concept  
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Furt her more, as shown in Fi gure 3-6, the MSB can also be used for furt her crypt ographi c 

operati ons, such as key generati on or expansi on. The MSB of keys can be used t o det er mi ne 

the sequence or selection of specific S-boxes, introduci ng additi onal variati ons and 

randomness i n t he encrypti on process.  

Overall, the utilizati on of the MSB i n S-box substitution adds an extra level of compl exit y 

and enhances the security of i mage encrypti on al gorithms. By consi deri ng t he most 

si gnificant bit, the encryption sche me gai ns i mpr oved resistance agai nst attacks and ensures 

the confi dentiality and i ntegrit y of t he encrypt ed image dat a.  

3. 4. 2 LSB ( Least Si gnificant Bi t) 

S- box substit ution wit h LSB ( Least Si gnificant Bi t) is a crypt ographi c techni que t hat 

cont ai ns changi ng i nput bit patterns wit h correspondi ng out put bit patterns built on a 

predefi ned l ookup tabl e. Unli ke t he MSB S- box substit ution, whi ch e mphases on t he most 

si gnificant bit, LSB S- box substit ution deli berates onl y t he least significant bit of each i nput 

byt e. This approach adds an extra layer of difficult y and non-li nearit y t o the encrypti on 

pr ocess, i mpr ovi ng t he safet y of t he crypt ographic al gorithm. The substit ution tabl e used 

in LSB S- box substit ution is wisel y intended t o confir m t hat the substit ution patterns exhi bit 

strong diffusi on properties, maki ng it thought-provoki ng for attackers t o detect any patterns 

or relati onshi ps bet ween t he plai ntext and ciphertext. By i ntegrati ng LSB S- box 

substit ution, the encryption sche me presents conf usi on and diffusi on, maki ng it more 

resistant t o many ki nds of crypt anal ysis attacks. LSB S-box substit ution is nor mall y 

e mpl oyed i n symmetric key al gorithms, such as bl ock ci phers, to ensure the conceal ment 

and veracit y of delicat e dat a duri ng communi cati on or st orage.  

 

Fi gure 3-7: Least Si gnificant Bit Concept  
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In i mage encrypti on, as shown i n Fi gure 3-7, the LSB of pi xel val ues can be mani pul at ed 

usi ng bit wise operati ons or Bool ean functi ons. By modifyi ng t he LSB,  the encrypti on 

al gorithm can hi de or dist ort lower-order bits, maki ng it challengi ng for an attacker t o 

deci pher t he ori gi nal image from t he encrypted versi on. This hel ps to preserve t he 

confi dentialit y and i nt egrity of t he i mage dat a.  

Furt her more, the LSB can also be used for dat a hidi ng purposes. By sel ectivel y e mbeddi ng 

secret infor mati on i nt o the LSBs of pi xel val ues, it is possi bl e t o hi de messages wit hi n t he 

encrypt ed i mage. This techni que, known as steganography, enabl es t he combi nati on of 

encrypti on and dat a hi di ng for enhanced security.  

Overall, the LSB i n S-box substit ution provi des an additi onal layer of compl exit y and non-

linearit y t o t he encryption process. By consi dering and mani pul ati ng t he LSB, i mage 

encrypti on al gorithms can achi eve increased security and resistance agai nst attacks whil e 

facilitati ng dat a hi di ng capabilities. 

3. 5 DNA Encodi ng 

DNA encodi ng is a captivati ng techni que used i n crypt ography t o i mpr ove t he safet y of 

dat a encrypti on al gorithms. Encouraged by t he struct ure and properties of DNA mol ecul es, 

this encodi ng met hod i nfluences t he tetrad nucleotide bases (adeni ne, cyt osi ne, guani ne, 

and t hymi ne) as symbols to represent bi nary dat a. In DNA encodi ng, bi nary dat a is 

transfor med i nt o a correspondi ng DNA sequence usi ng a predefi ned mappi ng sche me. Each 

bi nary bit or a group of bits is mapped t o a precise nucleoti de base, maki ng a uni que DNA 

sequence t hat si gnifies the ori gi nal dat a. The compensati ons of DNA encodi ng lie i n its 

pot ential for huge parallelis m, error correcti on, and its capability t o i mi tate bi ol ogi cal 

pr ocesses. Furt her more, DNA encodi ng presents a level of compli cati on and arbitrari ness 

to t he scra mbl ed dat a, maki ng it more unaffect ed to crypt ographi c attacks. Thi s techni que 

finds solicitati ons i n many fiel ds, incl udi ng secure communi cati on, i mage encrypti on, and 

DNA- based computi ng. DNA encodi ng adds an advanced di mensi on t o crypt ography, 

bi ndi ng t he power of nat ure' s buil di ng bl ocks for secure i nfor mati on exchange and st orage.  
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Fi gure 3-8: DNA Crypt ography Syst em [6] 

The encodi ng process as shown i n Fi gure 3-8 [6], invol ves mappi ng t he binary or di gital 

infor mati on i nt o a DNA sequence usi ng a specific encodi ng sche me. For exa mpl e, t he 

ASCII encodi ng sche me can be used t o map each charact er of t he text int o a bi nary code, 

whi ch is t hen converted int o a correspondi ng DNA base sequence. The resulti ng DNA 

sequence represents t he encoded i nfor mati on.  

To decode t he infor mat ion st ored i n DNA,  t he reverse process is appl ied. The DNA 

sequence is sequenced using advanced DNA sequenci ng technol ogi es, whi ch det er mi ne t he 

or der of t he DNA bases. The decoded DNA bases are t hen converted back int o t he ori gi nal 

di gital infor mati on usi ng the appropriate decodi ng sche me.  

DNA encodi ng offers several advant ages over traditi onal dat a st orage met hods. One 

si gnificant advant age is the tre mendous i nfor mati on st orage capacit y of DNA.  DNA 

mol ecul es can st ore an extraordi nary a mount of dat a i n a very compact form.  It has been 

esti mat ed t hat a si ngl e gra m of DNA can st ore several exabyt es (1 exabyt e = 1 billi on 

gi gabyt es) of di gital infor mati on.  

Additi onall y, DNA encodi ng provi des l ong-t er m dat a st orage pot ential. DNA mol ecul es 

have been found preserved i n anci ent speci mens for t housands of years. When pr operl y 

st ored, DNA can wit hstand extre me conditi ons and re mai ns stabl e over extended peri ods, 

maki ng it suitabl e for archi val purposes.  

Furt her more, DNA encodi ng offers t he pot ential for dat a encrypti on and securit y. By 

combi ni ng DNA encoding wit h encrypti on al gorit hms, sensiti ve informati on can be 

encoded and st ored securel y in DNA sequences. DNA has nat ural error-correcti ng 

mechanis ms, whi ch enhance t he reliability and i ntegrit y of t he encoded data.  
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Tabl e 3-2: Ei ght encodi ng rul es for DNA sequences 

Rul es 1 2 3 4 5 6 7 8 

00 A A C G C G T T 

11 T T G C G C A A 

01 C G A A T T C G 

10 G C T T A A G C 

 

Ho wever, DNA encodi ng as shown i n Tabl e 3-2 also comes wit h challenges. The process 

of DNA synt hesis, sequenci ng, and decodi ng is currentl y ti me-consumi ng and expensi ve. 

DNA synt hesis technol ogies are i mpr ovi ng rapi dl y, but t he cost and t hroughput still present 

li mitations for large-scale adopti on of DNA encodi ng.  

Mor eover, the encodi ng and decodi ng process require speci alized laborator y equi pment 

and expertise. Advanced DNA sequenci ng technol ogi es, such as next -generati on 

sequenci ng pl atfor ms, are utilized for efficient and accurat e decodi ng of t he DNA 

sequences. 

Despite t hese challenges, DNA encodi ng hol ds tremendous pot ential for l ong-ter m, hi gh-

densit y dat a st orage. Ongoi ng research and advance ments i n DNA synt hesis, sequenci ng 

technol ogi es, and encoding al gorithms are expected t o furt her opti mi ze the process, reduce 

costs, and i mpr ove t he practicalit y of DNA encoding as a viabl e dat a st orage sol uti on.  

In concl usi on, DNA encodi ng is an i nnovati ve appr oach t o st ore di gital infor mati on usi ng 

the uni que properties of DNA mol ecul es. It offers hi gh i nfor mati on st orage capacit y, long-

ter m stability, and pot ential for dat a security. While challenges re mai n, DNA encodi ng 

hol ds great promi se for revol uti onizi ng t he fiel d of data st orage and preservati on, openi ng 

ne w possi bilities for l ong-ter m archi val and secure infor mati on st orage applications.  
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Chapt er Four 

 

 

4 RESULTS 

 

The result of t he followi ng steps, applied sequentiall y t o an ori gi nal i mage 256x256 (such 

as t he baboon i mage), woul d be an encrypt ed versi on of t he i mage:  

Ori gi nal I mage: The starti ng poi nt is the ori gi nal i mage, whi ch serves as the i nput for t he 

encrypti on process. 

Ro w and Col umn Shuffli ng: This step invol ves rearrangi ng t he rows and col umns of t he 

i mage t o i ntroduce confusi on and disrupt t he spatial relati onshi ps wit hi n the i mage. This 

shuffli ng operati on alters the order of t he pi xels, maki ng it more difficult to di scern patterns 

or extract meani ngful i nfor mati on.  

Bi txor: Bit wi se XOR (bitxor) is applied t o t he shuffled i mage. Each pi xel val ue of t he 

i mage is combi ned wit h a correspondi ng val ue from an encrypti on key usi ng t he XOR 

operati on. This process introduces additi onal compl exit y and furt her obscures t he 

relati onshi p bet ween t he ori gi nal i mage and t he encrypt ed versi on.  

S- Box Substituti on: 3 S-box are used t o substit ute on t he bit xor result. S-boxes are l ookup 

tabl es t hat map i nput values t o correspondi ng output val ues based on a substit ution rul e. 

Thi s step introduces non-li nearit y and confusi on i nt o the encrypti on process, furt her 

scra mbli ng t he pi xel val ues and preventi ng easy anal ysis or extracti on of t he ori gi nal i mage.  

DNA Encodi ng: Fi nall y, the out put from t he previous step is encoded i nt o a DNA sequence 

usi ng a specific encodi ng sche me. The di gital infor mati on of t he i mage is transl ated i nt o a 

sequence of DNA bases (A,  C, G, and T) based on predefi ned mappi ng rul es. This encodi ng 

pr ocess leverages t he properties of DNA,  such as its hi gh i nfor mati on densit y and l ong-

ter m stabilit y, for secure dat a st orage.  

The result of t hese steps woul d be an encrypt ed versi on of t he ori gi nal i mage, wit h its pi xel 

val ues shuffled, XORed wi t h a key, subj ect ed t o S-box substit ution, and fi nall y represent ed 
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as a DNA sequence. This encrypti on process enhances the security of t he image, maki ng it 

mor e resistant t o attacks and prot ecti ng t he confi dentialit y of t he i mage data.  

A pl ai nt ext i mage and its correspondi ng ci pher images wit h sa me resol ution of 256x256 

pi xels are shown i n Fi gures.  

 

Fi gure 4-1: Ori gi nal I mage ( Baboon) [2] 

 

                                                

 

 

                                                 (a)                                  (b) 

 

                                               

 

 

                                                 (c)                                   (d) 

Fi gure 4-2: (a) Row and Col umn Shuffling; (b) Bit XOR; (c) S- Box substit uti on; (d) DNA Encodi ng (Encrypt ed i mage).  

Fi gure 4-1 [2] illustrate that the ori gi nal i mage is Baboon i mage of 256x256. And aft er 

appl yi ng confusi on (row and col umn shuffli ng) on ori gi nal i mage we got row and col umn 

shuffled i mage as shown in Fi gure 4-2(a). After appl yi ng diffusi on (bit xor operati on) on 

scra mbl ed i mage we got mor e scra mbl ed i mage as shown i n Fi gure 4-2(b). Aft er appl yi ng 
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S- Box substit ution we got furt her scra mbl ed i mage as shown i n Fi gure 4-2(c). At last, we 

applied DNA Encodi ng and got full y encrypt ed image of 256x256 as shown i n Fi gure 4-

2( d).  

 

Fi gure 4-3: Ori gi nal I mage ( Cameraman) [18] 

 

 

 

 

 

(a)                                                      (b) 

 

 

 

 

 

 

(c)                                                        (d) 

Fi gure 4-4: (a) Row and Col umn Shuffling; (b) Bit XOR; (c) S- Box substit uti on; (d) DNA Encodi ng (Encrypt ed i mage).  
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Fi gure 4-3 [18] illustrate that t he ori gi nal i mage is ca mera man i mage of 256x256. And after 

appl yi ng confusi on (row and col umn shuffli ng) on ori gi nal i mage we got row and col umn 

shuffled i mage as shown in Fi gure 4-4(a). After appl yi ng diffusi on (bit xor operati on) on 

scra mbl ed i mage we got mor e scra mbl ed i mage as shown i n Fi gure 4-4(b). Aft er appl yi ng 

S- Box substit ution we got furt her scra mbl ed i mage as shown i n Fi gure 4-4(c). At last, we 

applied DNA Encodi ng and got full y encrypt ed i mage as shown i n Fi gure 4-4(d).  

 

Fi gure 4-5: Ori gi nal I mage ( Peppers) [5] 

 

                                                 

 

 

 

                                             (a)                                            (b) 

 

                                                 

 

 

 

                                            (c)                                            (d) 

Fi gure 4-6: (a) Row and Col umn Shuffling; (b) Bit XOR; (c) S- Box substit uti on; (d) DNA Encodi ng (Encrypt ed i mage).  
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Fi gure 4-5 [5] illustrate that the ori gi nal i mage is peppers i mage of 256x256. And aft er 

appl yi ng confusi on (row and col umn shuffli ng) on ori gi nal i mage we got row and col umn 

shuffled i mage as shown in Fi gure 4-6(a). After appl yi ng diffusi on (bit xor operati on) on 

scra mbl ed i mage we got mor e scra mbl ed i mage as shown i n Fi gure 4-6(b). Aft er appl yi ng 

S- Box substit ution we got furt her scra mbl ed i mage as shown i n Fi gure 4-6(c). At last, we 

applied DNA Encodi ng and got full y encrypt ed image of 256x256 as shown i n Fi gure 4-

6( d).  
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Chapt er Fi ve 

 

 

5 I MPACT OF PROJ ECT ON ENVI RONMENT AND 

SOCI ETY 

 

The i nfl uence of deep learni ng and DNA crypt ography-based i mage encrypti on sche mes 

on t he environment and soci et y is multidi mensi onal, wit h bot h encouragi ng and da magi ng 

consequences. On one hand, t hese innovati ve encrypti on techni ques offer better securit y 

and conceal ment for di gital i mages, certifyi ng t hat compl ex i nfor mati on remai ns secured 

duri ng broadcast and st orage. This can have a affirmati ve soci etal i mpact by safeguar di ng 

personal dat a, logi cal propert y, and subtle government i nfor mati on, thereby i mpr ovi ng trust 

in di gital communi cati on syste ms.  

Fr om an environment al outl ook, t he approval of deep learni ng and DNA crypt ography-

based encrypti on sche mes can contri bute t o reduci ng energy feasting.  Deep learni ng 

pr ocedures, such as convol uti onal neural net wor ks ( CNNs), have shown si gnificant 

devel opments i n i mage recogniti on and processing tasks, all owi ng more effecti ve and 

precise encrypti on processes.  

Mor eover, DNA crypt ography- based encrypti on sche mes i nfl uence t he charact eristic 

pr operties of DNA mol ecul es for dat a st orage and encrypti on. DNA has the pot ential t o 

st ore vast amounts of inf or mati on i n a compressed and energy-efficient manner. By 

consumi ng DNA as a medi um for encrypti on, t hese sche mes have t he potential to curtail 

the dependence on traditional electronic st orage devi ces, whi ch often consu me si gnificant 

a mounts of energy duri ng process and need frequent upgrades.  

Ho wever, it is si gnificant to consi der t he potential drawbacks and challenges acco mpanyi ng 

wi t h t hese technol ogi es. Deep learni ng al gorithms, t hough hi ghl y effecti ve i n i mage 

pr ocessi ng tasks, want si gnificant comput ati onal possessi ons, wit h hi gh- perfor mance 

comput ati on syst e ms and si gnificant dat a centers. The act of such structure can have a 
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subst antial environment al i mpact, incl udi ng a mplified energy consumption and carbon 

e mi ssi ons. 

Mor eover, the e mpl oyment of DNA crypt ography- based encrypti on schemes presents its 

own set of cont ests. DNA synt hesis and sequencing processes, whi ch are int egral t o t hese 

sche mes, i nvol ve speci alized laborat ory equi pment and mat erials. The manufact ure and 

disposal of t hese mat erials can have environmental consequences, mai nl y if not managed 

pr operl y. Additi onall y, the scal ability and cost-effecti veness of DNA- based encrypti on 

met hods are i mmobile areas of acti ve research, whi ch may li mit their wi despread 

accept ance in t he near future.  

Fr om a soci etal viewpoi nt, the adopti on of t hese advanced encrypti on techni ques can also 

have i nferences for accessi bility and i ncl usi vit y. The comput ati onal require ment s and 

speci alized knowl edge necessary for i mpl e menti ng and utilizi ng deep learni ng al gorit hms 

and DNA- based encryption sche mes may post ure barriers t o entry for indi vi duals and 

soci eties wit h li mit ed resources or technol ogi cal knowl edge. Certifyi ng equal access and 

hel pi ng di gital literacy will be cruci al to lessen any pot ential soci etal differences t hat may 

arise from t hese advancement s.  

The i mpact of a DNA Crypt ography based i mage encrypti on sche me on t he environment 

and soci et y is a cruci al aspect t hat needs to be carefull y consi dered. Here are some pot ential 

i mpacts of a DNA crypt ography- based i mage encrypti on sche me:  

Envi ronment al I mpact: DNA- based i mage encrypti on sche mes have the pot ential t o 

contri bute positi vel y t o the environment. Si nce DNA has an i ncredi bl y high i nfor mati on 

densit y, it all ows for t he storage of large a mounts of dat a i n a compact for m. This can 

si gnificantl y reduce t he physi cal st orage require ments, leadi ng t o a s maller carbon foot pri nt 

associ ated wit h dat a centers and st orage facilities. By utilizi ng DNA as a storage medi um, 

the need for traditi onal electroni c st orage devi ces, whi ch require raw mat erials and energy 

for producti on, can be reduced.  

Dat a Security and Pri vacy: DNA- based encryption sche mes have a si gnificant i mpact on 

dat a security and pri vacy. Wit h the increasi ng threat of cyberattacks and dat a breaches, 

robust encrypti on met hods are essential. DNA- based encrypti on provi des a hi gh level of 

security, maki ng it extremel y difficult for unaut horized i ndi vi duals t o decrypt t he encrypt ed 
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dat a. By ensuri ng t he securit y and pri vacy of sensiti ve infor mati on, these encrypti on 

sche mes contri bute t o buildi ng trust and prot ecti ng i ndi vi duals' ri ghts i n t he di gital worl d.  

Long- Ter m Dat a Preservati on: DNA has exceptional properties t hat make it suitabl e for 

long-ter m data preservation. Unli ke traditi onal st orage medi a, DNA can withst and extre me 

environment al conditi ons and has de monstrated stability over t housands of years. DNA-

based encrypti on sche mes enabl e t he preservation of val uabl e i nfor mat ion for fut ure 

generati ons. This can be particul arl y si gnificant for preservi ng cult ural heritage, scientific 

dat a, and hist orical records, ensuri ng t heir availabilit y and accessi bility over ext ended 

peri ods. 

Chall enges and Li mitations: Whil e DNA- based encrypti on sche mes offer numer ous 

benefits, there are challenges and li mitations t hat need t o be addressed. The pr ocess of DNA 

synt hesis and sequenci ng requires speci alized laborat ory equi pment and expertise, whi ch 

may have associ ated environment al i mpacts i n ter ms of energy consumption and wast e 

generati on. Additi onall y, the cost of DNA synt hesis and sequenci ng is currentl y hi gh, 

whi ch may li mit the wi despread adopti on of t hese encrypti on sche mes.  

Et hi cal Consi derati ons: The use of DNA,  a funda ment al component of life, for dat a 

st orage and encrypti on raises et hi cal consi derations. Researchers and practiti oners must 

adhere t o strict et hical gui deli nes and regul ati ons to ensure t he responsi ble use of DNA-

based encrypti on technologies. This i ncl udes obtai ni ng i nfor med consent for t he use of 

DNA sa mpl es, respecti ng pri vacy rights, and consi deri ng t he potential consequences and 

i mplicati ons of mani pul ating genetic mat erial. 

Accessi bility and Incl usi on: The adopti on of DNA- based encrypti on sche mes shoul d 

consi der accessi bility and i ncl usi on t o ensure that i ndi vi duals and communities from 

di verse backgrounds can benefit from t he technol ogy. Efforts shoul d be made t o overcome 

barriers such as cost, techni cal expertise, and i nfrastruct ure li mitations, ensuri ng t hat t he 

benefits of secure dat a encrypti on and preservati on are availabl e t o all segments of soci et y.  

In concl usi on, DNA crypt ography- based i mage encrypti on sche mes have the potential t o 

make a positi ve i mpact on t he environment and soci et y. They offer hi gh-level dat a securit y 

and pri vacy, contri but e to l ong-ter m data preservati on, and reduce t he physi cal st orage 

require ments associ at ed wi t h traditi onal st orage met hods. However, challenges such as 

cost, techni cal compl exity, and et hical consi derations must be addressed t o ensure 
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responsi bl e i mpl e ment ation and maxi mi ze t he benefits for soci et y whi le mi ni mi zi ng 

pot ential drawbacks.  
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Chapt er Si x 

 

 

6 CONCLUSI ON AND FUTURE WORK  

 

In concl usi on, t he t hesis di scovers t he int egrati on of deep learni ng and DNA cr ypt ography 

in t he background of image encrypti on. The pr oposed encrypti on sche me vali dat es 

pr omi si ng results i n terms of security, efficiency, and robust ness. By leveragi ng t he 

compet ences of deep learni ng al gorithms, such as convol uti onal neural net wor ks, t he 

sche me achi eves act ual transfor mati on of i nput images i nt o ci pher i mages, maki ng t he m 

resistant t o several crypt ographi c attacks. Furt her more, t he i nt egration of DNA 

crypt ography techni ques boosts t he overall securit y and robust ness of the encrypti on 

syste m, usi ng t he uni que pr operties of DNA mol ecul es for secure i nfor mati on trans mi ssi on.  

The experi ment al assessment s directed t hroughout t he research provi de val uabl e i nsi ghts 

int o t he perfor mance and effecti veness of t he antici pat ed sche me. The results reveal its 

pot ential as a reliabl e and efficient i mage encrypti on sol uti on. However, additional research 

and i mpr ove ments are obligat ory to full y expl ore and address t he challenges and li mit ati ons 

acknowl edged duri ng t he study.  

DNA- based i mage encrypti on sche mes offer several advant ages. They provi de hi gh 

infor mati on densit y, all owi ng large a mounts of data t o be st ored i n a compact for m. DNA' s 

inherent error correcti on mechanis ms enhance the reliability and robust ness of t he 

encrypti on sche me. Furt her more, the physi cal properties of DNA make it suitabl e for l ong-

ter m dat a st orage applications.  

These encrypti on sche mes exhi bit resistance t o vari ous types of attacks, incl udi ng brut e 

force and statistical attacks, due t o t he compl exit y of t he encrypti on al gorithms and t he vast 

search space of DNA sequences. The use of DNA as t he medi um for encrypti on adds an 

additi onal layer of securit y, as DNA sequencing and decodi ng require speci alized 

laborat ory equi pment and expertise. 
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Ho wever, challenges re mai n, incl udi ng t he compl exit y and comput ati onal require ment s of 

the encrypti on and decrypti on al gorithms, as well as t he cost associ ated wit h DNA 

synt hesis and sequenci ng. Ongoi ng research and advance ments i n DNA synt hesis and 

sequenci ng technol ogi es are necessary to address these challenges and furt her refi ne DNA 

crypt ography- based i mage encrypti on sche mes.  

The pot ential applications of DNA crypt ography-based i mage encrypti on are vast, rangi ng 

from secure cl oud st orage and dat a trans mi ssi on t o preservi ng cult ural heritage and 

scientific dat a. These encrypti on sche mes hol d the pot ential to revol uti oni ze the fiel d of 

secure i nfor mati on exchange, enabli ng i ndi vi duals and organi zati ons to protect their dat a 

in an i ncreasi ngl y i nterconnect ed and di gital worl d. 

Ho wever, challenges such as t he cost of DNA synt hesis and sequenci ng, techni cal 

compl exities, and et hical consi derations must be addressed t o facilitate the wi despread 

adopti on of DNA- based encrypti on sche mes. Conti nued research and devel opment i n 

opti mi zi ng encrypti on al gorithms, error correction mechanis ms, and scal abilit y are 

necessary to enhance t he practicalit y and efficiency of t hese sche mes.  

Mor eover, efforts should be made t o ensure i ncl usi vit y and accessi bility, maki ng t he 

benefits of DNA crypt ography- based i mage encryption availabl e t o all segments of soci et y. 

Thi s ent ails addressi ng barriers such as cost, techni cal expertise, and i nfrastruct ure 

li mitations t o promot e equitabl e access t o secure dat a st orage and trans mi ssion.  

In summar y, DNA cryptography- based i mage encrypti on sche mes provi de a promi si ng 

sol uti on for secure i nformati on trans mi ssi on and st orage. Wit h t heir uni que advant ages and 

pot ential for enhanci ng dat a security, these sche mes have t he pot ential to revol uti oni ze t he 

fiel d of secure dat a encrypti on and st orage i n t he fut ure.  

6. 1 Fut ure Work 

Whil e t he thesis creat es a soli d foundati on for t he i ntegrati on of deep learni ng and DNA 

crypt ography i n i mage encrypti on, fut ure wor k shoul d focus on i mpr ovi ng t he proposed 

sche me, conducti ng t horough security anal yses, discoveri ng hybri d approaches, inspecti ng 

real- worl d applicati ons, and leadi ng extensi ve perfor mance eval uati ons. Addressi ng t hese 

areas of research will contri bute t o t he advance ment and practical i mpl e ment ati on of deep 

learni ng and DNA crypt ography- based i mage encrypti on sche mes, confir mi ng t heir 

vi ability and effecti veness i n secure i nfor mati on trans mi ssi on.  
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The fiel d of DNA crypt ography- based i mage encrypti on sche mes hol ds i mmense pot enti al 

for fut ure research and devel opment. Here are some directi ons for fut ure wor k i n t his area:  

Opti mi zati on of Encrypti on Al gorithms: Furt her research can focus on opti mi zi ng t he 

encrypti on al gorithms used i n DNA- based i mage encrypti on sche mes.  This i ncl udes 

expl ori ng more efficient and secure substit ution, per mut ati on, and diffusi on techni ques t o 

enhance t he encrypti on process. Devel opi ng novel al gorithms t hat stri ke a bal ance bet ween 

security and comput ati onal efficiency is cruci al for practical i mpl e ment ati on.  

Error Correcti on and Noi se Reducti on: I mprovi ng error correcti on mechani s ms and 

mi ni mi zi ng noise i n DNA synt hesis and sequencing processes is a key area of fut ure wor k. 

Enhanci ng t he reliability and accuracy of t he encoded DNA sequences will result in hi gher 

fi delit y decrypti on and better preservati on of t he ori gi nal i mage duri ng encrypti on and 

decrypti on processes. 

Scal ability and Cost Reducti on: DNA synt hesis and sequenci ng technol ogi es have made 

si gnificant progress, but furt her advance ments are needed t o address scalabilit y and cost 

li mitati ons. Expl ori ng new synt hesis met hods and sequenci ng techni ques that can reduce 

the overall cost and i ncrease throughput will make DNA- based i mage encrypti on more 

practical for wi despread adopti on.  

Security Anal ysis and Vul nerability Assess ment: Conducti ng comprehensi ve securit y 

anal yses and vul nerability assess ments of DNA- based encrypti on sche mes is cruci al. This 

incl udes eval uati ng t he resistance agai nst vari ous crypt ographi c attacks, such as differential 

and li near attacks, and i dentifyi ng pot ential weaknesses or vul nerabilities. Such 

assess ments will lead t o the devel opment of more robust encrypti on sche mes.  

Integrati on wit h Ot her Technol ogi es: Expl ori ng the integrati on of DNA crypt ography-

based i mage encrypti on wi t h ot her e mer gi ng technol ogi es, such as artificial intelli gence, 

machi ne learni ng, or bl ockchai n, can furt her enhance t he security and applicabilit y of t he 

encrypti on sche mes. These i ntegrations can enabl e advanced encrypti on met hods, 

aut omat ed key generati on, and secure dat a shari ng mechanis ms.  

Practical Applicati ons and Real- Worl d I mpl e ment ati ons: Fut ure wor k shoul d focus on 

devel opi ng practical applicati ons and real- worl d i mpl e ment ati ons of DNA- based i mage 

encrypti on sche mes. Expl ori ng use cases i n areas such as secure cl oud storage, dat a 
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trans mi ssi on over untrusted net wor ks, and secure image shari ng pl atfor ms can de monstrat e 

the practicalit y and effectiveness of t he technol ogy. 

In summar y, the fut ure wor k i n DNA crypt ography-based i mage encrypti on sche mes 

shoul d address opti mi zation of encrypti on al gorithms, error correcti on, scalabilit y, securit y 

anal ysis, integration wit h ot her technol ogi es, and practical applicati ons. Cont inued research 

and devel opment i n t hese areas will dri ve the advance ment and adopti on of DNA- based 

encrypti on sche mes i n secure i mage trans mi ssi on and st orage domai ns.  
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